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e
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em tempos de pandemia
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PT acordou para o maior ciberxercicio
* 0 que € o ciberespaco

crime e cibercrime

caracterizacao

aspetos da Seguranca da Informacéao
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ciber & pandemia - Covid19
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“security perimeter”
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“ANET das coisas”

sistemas interdependentes
evolutivos
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industria ciber

* hardware e firmware (cifra e detecgao)

+ SO (+ caodigo, + complexidade, + vulnerabilidade)
« TELCOs

» software (apps)

» ‘“informacéo agregada” de metadados
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seguranca informacéo

» abrange 3 vertentes

« assenta sobre 3 pilares

» tem 3 condi¢cdes de operacionalidade
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seguranca informacao

« 3 vertentes
— Seguranca fisica
— Seguranga humana
— Seguranga logica
» 3 pilares
— Tecnologias

— Pessoas
— Processos e seus procedimentos

» 3 condi¢des de operacionalidade
— confidencialidade, integridade, disponibilidade (+ f rep.)

R. Bravo ©
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seguranca da informacao

confidencialidade

integridade
disponibilidade tecnologias
nao repudio
oportunidade
governancga Servigos de capacidade
Informagodes
conformidade — vontade

Investigacao  CiberDefesa

processos Criminal
/[procedimentos

pessoas
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seguranca da informacao

1. vontade expectativa
(ganhos e dificuldades)

desejo

ISO 27001 |
DICER

pessoas /\

politica| |religiosa

2. capacidade (k + tools)

3. oportunidade (falhas seguranca + t)
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conformidade (legalidade)

“software” genuino e respeito por Direitos do Autor

cumprir a proteccéo legal de dados pessoais e operadores
essenciais de informacgao

conhecer os crimes da legislagao criminalidade informatica
“SEGNAC 4" , RCM 41/2018, QNRC - adopgao por analogia
granularidade e monitorizagdo acessos

governanga (privilégios, sessoes, gestao dispositivos, [...]) €
granularidade e monitorizagdo acessos

reporte do incidente (reguladores, CNCS, CERT, PJ) [taxonomia
comum?; auditar? certidao?]

determinar “assets” criticos e criar a cenarizagao;

capacidade de resposta (‘1st responders’ & autodefesa, nivel de
alerta -> alarme)

‘update’ ativos de rede, OS, apps, sensibilizagao, formagao (ciclica,
dirigida, ética)

. gestao de crise (imprensa vs. Ciber vs. Legal)

protocolo de saida
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Fonte: wiki (http://en.wikipedia.org/wiki/Internet)
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“on the internet,
nobody

knows you re a dog”

Ot Inseroct, mobody bnves you're a dog *

Peter Steiner
The New Yorker
1993

R. Bravo ©
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ISN'T IT GREAT?
WE HAVE TO
PAY NOTHING

FOR THE BARN

YEAH!
AND EVEN
THE FOOD

IS FREE
—

FACEBOOK & YOU

If you're not paying for it, you're not the customer
You're the product being sold

:RY DEMOTIVATIONA] .com
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Traffic Overview
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User Activity
Date Role University City & State Country Content Source Pages Read
21:38 Mar Enney Switzerland Profile
1
21:33 Mar Enney Switzerland Profile
1
21:29 Mar Séo Paulo Brazil Profile
1
Bl Someone from Portugal read ASSINATURA DIGITAL EM TEMPOS DE CRISE: fundamentacao j ca para chaves PGP no sist... UPGRADE TO VIEW
21:23 Mar Lisbon Portugal Profile
1
21:21 Mar Povoa de Santo Portugal Profile
1 Adriao
21:21 Mar Esposende Portugal Profile
1
Bl Someone from Portugal read Seguranga da informagéo e ciberseguranga: aspetos praticos e legislagdo. and 1 other paper UPGRADE TO VIEW
21:20 Mar Maia Portugal Profile google.com
1
20:24 Mar Oeiras Portugal Profile google.pt
1
20:24 Mar Oeiras Portugal ASSINATURA academia.edu
UL _ DIGITAL EM
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iy Mafia Wars

Mafia Wars

i Antonio Madeira, Miguel Gongalves and 19 friends play this.

ABOUT THIS APP THIS APP WILL RECEIVE:

= Your basic info

= Your email address (rog.bravo@gmail.com)
= Access my contact information

Join your friends in Mafia Wars! Build alliances,

amass property, and fight mobs of enemies in
games of power and retribution.

Online pr
= Access my friends' contact information

Online

Who can see posts this app makes for you on
your Facebook timeline:

43 Friends ~
This app may post on your behalf,
including levels you reached, bosses you
held off and more.

Terms of Service and Privacy policy - Report app View in App Centre

14/10/2021

12



Weekly interface activity:

Sunf ° ° ..... .‘.0
satt @ @ @ CRY U1 T XN

Fif @ 4] @ 0@ 00 o °
Thut @ @ @ccoQP Poocod®0o-co
wed - @ e0@°09® ococ0@® OO
Tue t ° c0 0000 99900

Monf e co@ © @90

. L ) ) .
12 am 3am 6 am 9am 12pm 3pm 6 pm 9pm

B Facebook for iPad

Word cloud:
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CONSELHO COUNTRIES DATA DIREITOS HAVE MELHOR WE
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Friends' genders:

65.1%

H male (272)

| B fema
7

(based on data from 418 of 446 friends)

QI AG <

Friends' relationship statuses:

er (6)

1(8) | O o

(based on data from 153 of 446 friends)
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e (146

Show by age

distribuicao
quantitativa por sexo
por tipo de relacao

(male)

(female)

) | @ inarelationship (19) | B married (99) | W widowed (4) |

Clip 'n Share <
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Friends' locations:
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Data Mining

Residences =

World = City map | =

h

Clip 'n Share <}

Country w| | More
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Data Mining

tempo de
dormida !!!!
Weekly distribution: All »| | Show details
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Nome do computador

Created: F
Updated:

‘day, January 24, 2014 roundabouts 1:02in the evenin' UTC

indsday, Februarrry 26, 2014 roundabouts 2:42in the evenin' UTC

193.137.191.100

zilla/5.0 (iPad; CPU OS 7_0_6 like Mac OS X) AppleWebKit/537.51.1 (KHTML, like Gecko)
51 [FBAN/FBIOS;FBAV/7.0.0.17.1;FBBV/1325030;FBDV/iPad2,1;FBMD/iPad;FBSN/iPhone
.0.6;FBSS/1; FBCR/;FBID/tablet;FBLC/pt_PT;FBOP/1]

Cookie: HDq

Created: QJay o' the Sun, Februarrry 9, 2014 roundabouts 4:03in the evenin' UTC

Updated: Fharrrsdy, Februarrry 20, 2014 roundabouts 10:17in the evenin' UTC

IP Addregs: 79.169.40.251

Browser: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_6_8) AppleWebKit/534.59.10 (KHTML, like Gecko)
1.9 Safari/534.59.10

Created: Tharrrsdy, Februarrry 13, 2014 roundabouts 7:00in the evenin' UTC

Updated: Fry'day, Februarrry 14, 2014 roundabouts 6:14in the momin' UTC

IP Address: 79.169.40.251

Browser: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.6; rv:26.0) Gecko/20100101 Firefox/26.0

R. Bravo € Cookie: ..hX-m
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fugas de Informacao

#footballeaks

R. Bravo ©
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Exemplo de obra citada:

-MARTINS, José Carlos Lourencgo - Gestdo de Seguranga da Informagéo
e Ciberseguranga nas Organizagdes: Sistema e método, Silabas &
Desafios, outubro de 2021, isbn:9789898842596.

-GLEICK, James — Informacgao, 1.2 ed. Circulo Leitores, 2012.

-LEVITT, Steven D., DUBNER Stephen J. — Freakconomics, Penguin,
2005.

-AYRES, lan — Super Crunches, 1.2 ed. Academia do Livro, 2010.

-LINDSTROM, Martin — Buyology, 2.2 ed. Gestao Plus, 2012.

R. Bravo (c)
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as pessoas como elo mais «“%;

a casa e o quarto como porto seguro
tédio e curiosidade aumentam
passwords e enderecos de login
mudanca das passwords

phishing

spear phishing

R. Bravo ©
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as pessoas como elo mais fracdg:

» ativar o 2fa nas redes sociais
* mudar as passwords

* sites de negaocios: nao aceitar convite para
acordo direto

» foco de tencao nos links de e-mail

* ‘remote desktop’ e acesso VPN com
passwords diferentes

R. Bravo ©
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