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Legal basics

3

 „Volkszählungsurteil“ (Census act judgment) 
German constitutional court (BVerfGE 65, 1) 15 December 1983, which 

established in Germany a Fundamental Right on Informational Self-

Determination

 Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal 
data and on the free movement of such data, and repealing Directive 
95/46/EC (General Data Protection Regulation - OJ EU 4.5.2016 L 119/1)

 Lei da Protecção de Dados Pessoais (Lei n.o 67/98)

(Diário da República — I Série-A N.o 247 — 26-10-1998 )

 Bundesdatenschutzgesetz (Federal data protection act)

of 30 June 2017 (BGBl. I p. 2097)
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Census act judgement 1983

Headnotes:

1. Given the context of modern data processing, the protection of individuals 
against unlimited collection, storage, use and transfer of their personal data is 
subsumed under the general right of personality governed by Article 2.1 in 
conjunction with Article 1.1 of the Basic Law (Grundgesetz - GG). In that regard, 
this fundamental right guarantees in principle the power of individuals to make 
their own decisions as regards the disclosure and use of their personal data.

2. Restrictions of this right to "informational self-determination" are per-
missible only in case of an overriding general public interest. Such restrictions 
must have a constitutional basis that satisfies the requirement of legal certainty 
in keeping with the rule of law. The legislature must ensure that its statutory 
regulations respect the principle of proportionality. The legislature must also 
make provision for organizational and procedural precautions that preclude the 
threat of violation of the right of personality.
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(Recital 32) Consent should be given by a clear affirmative act establishing a 
freely given, specific, informed and unambiguous indication of the data subject's 
agreement to the processing of personal data relating to him or her, such as by a 
written statement, including by electronic means, or an oral statement. This could 
include ticking a box when visiting an internet website, choosing technical 
settings for information society services or another statement or conduct which 
clearly indicates in this context the data subject's acceptance of the proposed 
processing of his or her personal data. Silence, pre-ticked boxes or inactivity 
should not therefore constitute consent. Consent should cover all processing 
activities carried out for the same purpose or purposes. When the processing has 
multiple purposes, consent should be given for all of them. If the data subject's 
consent is to be given following a request by electronic means, the request must 
be clear, concise and not unnecessarily disruptive to the use of the service for 
which it is provided. 

Consent



 Clear explanation or affirmative action of the person concerned

 Silence is not enough

- no written form requirement, also electronic explanation possible (»checkbox«)

- but: proof that consent is given to guide the person responsible (burden of 

proof)

- Consequences: with electronic declaration protocol necessary, at any time 

retrieval option

- Double opt-in procedure necessary, e.g. when ordering newsletters

 Withdrawal option for the future >>> The affected person must be informed 

that he / she can revoke the declaration for the future
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Consent



Information
» precise, transparent, understandable and easily accessible 

form in a clear and simple language «

Must be available in concrete situation, i. e. in written communication normally 
no reference to the internet allowed

- Name, contact details of the responsible person

- Contact details of the data protection officer

- Purposes of processing, legal bases

- for data processing according to Art. 6 para. 1 lit. f) the legitimate interest

- if applicable, recipient of personal data (including processors on behalf)

- at the time of collecting the data

- Storage duration

- Affected rights (information, correction, deletion, etc.)

- with consent, notice of right of withdrawal

- Right of appeal to the supervisory authority

- If applicable, reference to legal or contractual obligation to provide the data 
and consequences of non-provisioning
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Libraries & GDPR

Key words >>> Consent & Information

User regulations >>> Notice on data protection

Explicit signature upon registration = consent in 
data processing

Lending data must be deleted after media return

User account must be deleted after invalidity of 
the ID card

Access to user account must be blocked for third 
parties

Data transfer only to courts
11
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Publicly accessible information



Dörthe Wirth
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Catalog = data system

 Personal data

 Names of authors, editors, involved persons etc.

 cataloging = collect & store personal data

 Catalog search = transmit personal data

 Data Protection Officer Rhineland-Palatinate inter-

vened 1998 in the case of Dörthe Wirth
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Catalog = data system

§ 12 Data protection act DSG-RP (old) Collecting data

…

(4) A collection of personal data from third parties is only 
permitted if

...

9. the data are publicly accessible.

In the cases of sentence 1, nos. 7 to 9, a third-party survey 
is only admissible if there are no indications that they 
conflict with the overriding interests of those concerned.
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Artikel 14 GDPR   Information to be provided where 
personal data have not been obtained from the data 
subject 

(1) Where personal data have not been obtained from the 
data subject, the controller shall provide the data subject 
with the following information:

…

(2) …

f) from which source the personal data originate, and if 
applicable, whether it came from publicly accessible 
sources; 
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Catalog = data system
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Article 17 Right to erasure (‘right to be forgotten’) 

1.The data subject shall have the right to obtain from the controller the erasure of personal data 
concerning him or her without undue delay and the controller shall have the obligation to erase 
personal data without undue delay where one of the following grounds applies: 

(a) the personal data are no longer necessary in relation to the purposes for which they were 
collected or otherwise processed; 

(b) the data subject withdraws consent on which the processing is based according to point (a) of 
Article 6(1), or point (a) of Article 9(2), and where there is no other legal ground for the 
processing; 

(c) the data subject objects to the processing pursuant to Article 21(1) and there are no overriding 
legitimate grounds for the processing, or the data subject objects to the processing pursuant to 
Article 21(2); 

(d) the personal data have been unlawfully processed; 

(e) the personal data have to be erased for compliance with a legal obligation in Union or Member 
State law to which the controller is subject; 

(f) the personal data have been collected in relation to the offer of information society services 
referred to in Article 8(1). 

…

General Data Protection Regulation EU 2016/679
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Article 17  Right to erasure (‘right to be forgotten’) 

…

2.Where the controller has made the personal data public and is obliged pursuant to paragraph 1 to 
erase the personal data, the controller, taking account of available technology and the cost of 
implementation, shall take reasonable steps, including technical measures, to inform controllers which 
are processing the personal data that the data subject has requested the erasure by such controllers of 
any links to, or copy or replication of, those personal data. 

3.Paragraphs 1 and 2 shall not apply to the extent that processing is necessary: 

(a) for exercising the right of freedom of expression and information; 

(b) for compliance with a legal obligation which requires processing by Union or Member State law 
to which the controller is subject or for the performance of a task carried out in the public interest or 
in the exercise of official authority vested in the controller; 

(c) for reasons of public interest in the area of public health in accordance with points (h) and (i) of 
Article 9(2) as well as Article 9(3); 

(d) for archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes in accordance with Article 89(1) in so far as the right referred to in paragraph 1 is 
likely to render impossible or seriously impair the achievement of the objectives of that processing; 
or 

(e) for the establishment, exercise or defence of legal claims. 
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(Recital 65) A data subject should have the right to have personal data concerning him or 
her rectified and a ‘right to be forgotten’ where the retention of such data infringes this 
Regulation or Union or Member State law to which the controller is subject. In particular, 
a data subject should have the right to have his or her personal data erased and no 
longer processed where the personal data are no longer necessary in relation to the 
purposes for which they are collected or otherwise processed, where a data subject has 
withdrawn his or her consent or objects to the processing of personal data concerning 
him or her, or where the processing of his or her personal data does not otherwise 
comply with this Regulation. That right is relevant in particular where the data subject has 
given his or her consent as a child and is not fully aware of the risks involved by the 
processing, and later wants to remove such personal data, especially on the internet. The 
data subject should be able to exercise that right notwithstanding the fact that he or she 
is no longer a child. However, the further retention of the personal data should be lawful 
where it is necessary, for exercising the right of freedom of expression and 
information, for compliance with a legal obligation, for the performance of a task carried 
out in the public interest or in the exercise of official authority vested in the controller, on 
the grounds of public interest in the area of public health, for archiving purposes in the 
public interest, scientific or historical research purposes or statistical purposes, or for 
the establishment, exercise or defence of legal claims. 

General Data Protection Regulation EU 2016/679
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Human right to Information

Art. 19 Universal Declaration of Human Rights

Art. 19 International Covenant on Civil and Political 
Rights

Art. 10 European Convention on Human Rights

Art. 5 (1) Basic Law Germany 

guarantee

Freedom of Information
22

Article 19 (Freedom of opinion and information)
Everyone has the right to freedom of opinion and ex-
pression; this right includes freedom to hold opinions 
without interference and to seek, receive and impart 
information and ideas through any media and regard-
less of frontiers. 



Statement on Libraries and Intellectual Freedom 

• IFLA (The International Federation of Library Associations and Institutions) 
supports, defends and promotes intellectual freedom as defined in the 
United Nations Universal Declaration of Human Rights. 

• IFLA declares that human beings have a fundamental right to access to 
expressions of knowledge, creative thought and intellectual activity, and to 
express their views publicly. 

• IFLA believes that the right to know and freedom of expression are 
two aspects of the same principle. The right to know is a requirement for 
freedom of thought and conscience; freedom of thought and freedom of 
expression are necessary conditions for freedom of access to information. 

https://www.ifla.org/publications/ifla-statement-on-libraries-and-intellectual-freedom-
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Individuals have the right – under certain conditions – to ask 
search engines to remove links with personal information 
about them. This applies where the information is inaccu-
rate, inadequate, irrelevant or excessive for the purposes 
of the data processing… The right to be forgotten is not 
absolute but will always need to be balanced against other 
fundamental rights, such as the freedom of expression and 
of the media.

>>>  https://www.inforights.im/media/1186/cl_eu_commission_factsheet_right_to_be-forgotten.pdf
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Right to be forgotten

https://www.ifla.org/publications/node/10320
26



Right to be forgotten & Libraries

Opposing interests

International treaties guarantee unrestricted access to information. Libraries and archives are 
memory institutions. In some cases, courts questioned whether an archive should be forced to 
"change history" by deleting personal information.

Main Points

 The right to erasure, as provided by data protection law, was rarely the only legal ground in court

 Forgetting can also be achieved by other means than deletion

 Easy access and quick retrieval of personal information through search engines is the primary 
concern of individuals regarding their online privacy

 Sometimes the right to be forgotten can be waived

 While forgetting and erasing are complementary legal instruments, the right to erasure has the 
potential to neglect the careful consideration of conflicting interests

 The right to be forgotten is a generic term that brings together the existing rights of forgetting and 
deletion

 No right to be erased, forgotten or forgotten can be absolute, but must be carefully weighed against 
the freedom of speech and information. For the latter is rightly a cornerstone of a democratic society.
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Freedom of information

Freedom's just another word for nothing' left to lose:

Nothin' ain't worth nothin' but it's free.

Me and Bobby McGee by Kris Kristofferson & Fred Foster
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http://www.ombudsman-fuer-die-wissenschaft.de/fileadmin/Ombudsman/Dokumente/ 
Downloads/Schwartmann_Gutachten_Ombudsman_26092018.pdf
Schwartmann/Hermann/Mühlenbeck, Die Veröffentlichung des Entzuges von Doktorgraden, in: 
RDV 2018, S. 252-256. 

The task of the university to inform about the 
withdrawal of a doctor title after scientific mis-
conduct, can be derived from the university laws 
of the German states.

In accordance with their legally standardized 
tasks, universities serve the gaining of scientific 
knowledge as well as the care and development 
of science through research, teaching, study and 
promotion of young scientists.

The universities ensure a good scientific practice.

Recommendation by Prof. Schwartmann

1.The decision on the withdrawal of the doctoral degree should be 
communicated to the respective university library by the university 
management immediately after their unassailability.

2. In the catalog of the university libraries data should be recorded 
uniformly (behind the university publication note): "Doctoral degree 
withdrawn by ... on ... because ...".

3. The copies should remain fully usable, if not for other reasons, 
e.g. certainly established copyright dissemination prohibitions, 
restrictions are required.

4. In order to increase legal certainty, the above-mentioned 
measures should be safeguarded by regulations in the university 
legislation of the German states.



Deletion claim after expiry of time 
(Right to be forgotten) 

Schwartmann report:

The person concerned does not have a "right to be 
forgotten" after about ten years, or, more precisely, is 
not entitled to delete the note in the library catalogue, 
because the purpose remains for the information 
contained in the data processing. In any case, as long 
as the work involved is available, the integrity of 
science can only be preserved through the public 
survival of the withdrawal notice. Just as plagiarism 
does not become prescriptive, so does the obli-
gation to make it public.
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